AilrPlus

YOUR TRAVEL PAYMENT COMPANY.

’

CERTIFICATE INSTALLATION MANUAL

MyWebReporting
FOR CARD MANAGERS USING MAC/SAFARI

HOW TO IMPORT/INSTALL A CERTIFICATE?

The easiest way to install the certificate is to go via ‘Control Panel — Internet Options’ Following steps
are needed in this case:

1. Save the certificate file attached in the e-mail sent from AirPlus International on your local drive of
your computer.
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MyWebReporting: Your Card Manager certificate is ready.
To M yourname certificatesupport-atosworldiine @atos.net
© You forwarded this message on 20/11/2014 15:03.
Message ||
Preview
Open
Dear Card Manager, 43 Quick Print
The key and certificaf i S2VEAS ,name=Yours ,Email=Your.name @ yourmail .com,CN=Your.name] are roady.
U Ssave AsAttachments...
The key and the certi 3¢ Remoue Attachment isword provided during the certificate request, are attached to this e-mail.
If you did not reques you find any inconsistencies in your certificate (e.g. a incorrect name), please contact cer bee-cor) b

By accepting this certrcate, you are assurmeu w take reasonable precautions to prevent loss, disclosure or unauthorized use of your private key.
If you experience any problems during the installation of this certificate in the target application, refer to our customer services

Please request the revocation of your certificate by calling our customer service if you no longer need this certificate, if the data contained in the certificate needs to change or when you think the associated key has
been compromised.

Best regards,

BCC Corporate
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3. Inthe screen ‘Internet Properties’, please
select the ‘Content’-tab and click on
‘Certificates’.

AilrPlus

INTERNATIONAL

&% Internet Properties — — LY )

lGeneral | Security [Privacy] Content ‘Connections Programs [Advanced{

Content Advisor —

0 Ratings help you control the Internet content that can be
viewed on this computer,

Certificates

Use certificates for encrypted connections and identification.

J

4 Settings

[ Clear SSL state ] [ Certificates Publishers ]

AutoComplete

22% AutoComplete stores previous entries

on webpages and suggests matches
Feeds and Web Slices

for you.
Feeds and Web Slices provide updated

content from websites that can be
read in Internet Explorer and other
programs.
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Apply

Click on ‘import’ in the Certificates screen. The Certificate Import Wizard will open. You can click

‘Next'.

4. Please browse for the Certificate you have
saved in stepl. Then click Next:
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% Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lsts, and certificate revocation lsts from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Next >

§* Certficate Import Wizard —

File to Import
Specfy the file you want to mport.

Fle name:

Note: More than one certificate can be stored in a singe fie i the following formats:
Personal Information Exchange- PKCS 212 (FX, P12)
Cryptographic Message Syntax Standard- PKCS #7 Certiicates (76)
Mirosoft Serialzed Certficate Store (SST)

Learn more about certficate file formats
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5. The window for password entry is opened. N Certicrse inport e 2]
Enter (0 r paSte or Ctrl V) th e paSSWO rd that Pu:oo:alntam security, the private key was protected with a password.
you received in the certificate password e-
ma'l and CI|Ck NeXt Type the password for the private key.
Password:
I
[] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.
[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.
[] Include all extended properties.
Learn more about protecting private kevs
< Back Neqf > Cancel
6. The window enabling the user to select a N et e M -
Cer- tlflcate Sto re IS Ope nEd . P Iease Se IeCt cm.cﬁe::icsa:!smres are system areas where certificates are kept.
‘automa- tically select the certificate store
based on the type Of Certlflcate' a nd Cl |Ck grg:gsﬁ:zsuwmaﬁcaﬂy select a certificate store, or you can spedify a location for
‘ N eXt’ . -'&n d select the certificate store based on the type of certificate
(") Place all certificates in the following store
Personal rowse.
Learn more about certificate stores
|
|
<Back |[ nNext> | [ cancel |
7. The window notifying about the certificate % Certificate Import Wizard — i)
m - port F:om pletlo n is displ aygd .0 nge this Completing the Certificate Import
window is validated, the certificate will be Wizard
InSta”ed CI|Ck FInISh ‘,-/ The certificate will be imported after you dick Finish.
Qy You have specified the following settings:
Automatically determined by t
Content PFX I
File Name C:\Users\ name \Documents\y
< I ’
I
|
<Back | fagh [ cancel
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8. A message is displayed, informing about
the successful import of the certificate.

Confirm the message by clicking OK

9. After the installation of the certificate, please
close all internet sessions and re-open and
use the follo- wing link

https://mywebreporting.bcccorporate.be

to re-open the new Webreporting.
You will receive the following pop-up:

AilrPlus

INTERNATIONAL

& Certificate Import Wizard (=X

‘0! The im|:§rt was successful.

Een certificaat selecteren

Selecteer een certificaat om je identiteit te verifiéren voor sso.atosworldline.be:d43

Your name - Atos Worldline Extranet (Atos Worldline SSL Sub-CA for COCA)

Your name - Atos Worldline Extranet (Atos Worldline SSL Sub-CA for COCA)

Certificaatgegevens gK Annuleren

10. Please click on OK and you will be able to enter your password and enter the MyWebReporting-

tool.
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